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Overview

The National Eye API is a comprehensive system for managing reports, users, and administrative
functions. It provides endpoints for authentication, report management, and various administrative

operations.

Base URL

Development Environment:

Production Environment:

Authentication

The API uses Bearer token authentication for protected endpoints. After successful login or OTP

verification, you'll receive a token that should be included in the Authorization header:




API Endpoints

Authentication Endpoints

1. Send OTP

Endpoint: (POST /send-otp)

Description: Sends an OTP to the provided phone number for user verification.

Request Body:

json

Response: OTP sent to the specified phone number.

2. Verify OTP

Endpoint: (POST /verify-ot p]

Description: Verifies the OTP sent to the user's phone number.

Request Body:

json

Response: Returns authentication token upon successful verification.

3. Employee Login

Endpoint: (POST /employee/login)

Description: Authenticates employees using email and password.

Request Body:



json

Response: Returns authentication token and employee details.

Reports Endpoints

1. Get All Reports

Endpoint: (GET /all-reports)

Description: Retrieves all reports in the system.
Authentication: Not required

Response: List of all reports with basic information.

2. Get Report Data

Endpoint: (GET /r‘epor‘ts/{id})

Description: Retrieves detailed information for a specific report.
Parameters:
. (path parameter): Report ID

Authentication: Not required

Example: (GET /reports/1)

Admin Endpoints

All admin endpoints require Bearer token authentication with admin privileges.

Report Types Management

Get Report Types

Endpoint: (GET /admin/r‘epor‘t-types)




Description: Retrieves all report types.

Authentication: Required (Admin)

Create Report Type

Endpoint: (POST /admin/ r‘epor‘t—types)

Description: Creates a new report type.
Authentication: Required (Admin)

Request Body:

json

Show Report Type

Endpoint: (GET /admin/r‘epor‘t-types/{id}]

Description: Retrieves a specific report type.
Authentication: Required (Admin)

Parameters:

. (path parameter): Report type ID

Update Report Type

Endpoint: (PUT /admin/r‘epor‘t-types/{id}j

Description: Updates an existing report type.
Authentication: Required (Admin)

Parameters:

. (path parameter): Report type ID



Request Body:

json

Delete Report Type

Endpoint: (DE LETE /admin/report-types/{id}]

Description: Deletes a report type.
Authentication: Required (Admin)

Parameters:

. (path parameter): Report type ID

Procedures Management

Get Procedures

Endpoint: (GET /admin/procedures)

Description: Retrieves all procedures.

Authentication: Required (Admin)

Create Procedure

Endpoint: (POST /admin/procedures)

Description: Creates a new procedure.
Authentication: Required (Admin)

Request Body:



json

Show Procedure

Endpoint: (GET /admin/pr‘ocedur‘es/{id}]

Description: Retrieves a specific procedure.
Authentication: Required (Admin)
Parameters:

° (path parameter): Procedure ID

Update Procedure

Endpoint: (PUT /admin/pr‘ocedur‘es/{id}]

Description: Updates an existing procedure.
Authentication: Required (Admin)
Parameters:

o (path parameter): Procedure ID

Request Body:

json

Delete Procedure

Endpoint: (DE LETE /admin/pr‘ocedur‘es/{id}]




Description: Deletes a procedure.
Authentication: Required (Admin)
Parameters:

o (path parameter): Procedure ID

Employee Management

Get All Employees

Endpoint: (GET /admin/employees)

Description: Retrieves all employees.

Authentication: Required (Admin)

Add Employee

Endpoint: (POST /admin/employees]

Description: Creates a new employee account.
Authentication: Required (Admin)

Request Body:

json

Update Employee

Endpoint: (PUT /admin/employees/{id})

Description: Updates an existing employee.

Authentication: Required (Admin)



Parameters:
o (path parameter): Employee ID

Request Body:

json

Note: Password field is optional during updates.

Delete Employee

Endpoint: (DE LETE /admin/employees/{id}j

Description: Deletes an employee account.
Authentication: Required (Admin)
Parameters:

o (path parameter): Employee ID

Employee Endpoints

All employee endpoints require Bearer token authentication with employee privileges.

Report Procedure Management

Get Report Procedures

Endpoint: (GET /employee/reports/{ r‘epor‘t_id}/pr‘ocedur‘es]

Description: Retrieves all procedures associated with a specific report.
Authentication: Required (Employee)

Parameters:

. (path parameter): Report ID



Create Report Procedure

Endpoint: (POST /employee/report/{ r‘epor‘t_id}/pr‘ocedur‘es]

Description: Associates a procedure with a report.
Authentication: Required (Employee)

Parameters:

. (path parameter): Report ID

Request Body:

json

Update Report Procedure

Endpoint: (PUT /employee/report/{ r‘epor‘t_id}/pr‘ocedur‘es/{pr‘ocedur‘e_id}j

Description: Updates notes for a report procedure.
Authentication: Required (Employee)

Parameters:

. (path parameter): Report ID
o (path parameter): Procedure ID

Request Body:

json

Delete Report Procedure



Endpoint: (DE LETE /employee/report/{ report_id}/procedures/{pr‘ocedur‘e_id}]

Description: Removes a procedure from a report.
Authentication: Required (Employee)

Parameters:

. (path parameter): Report ID
. (path parameter): Procedure ID

Citizen Endpoints

All citizen endpoints require Bearer token authentication.

User Reports Management

Create User Report

Endpoint: (POST /user/reports)

Description: Allows citizens to submit new reports.

Authentication: Required (Citizen)

Content-Type: (multipa r‘t/for‘m—dataj

Form Data:

. (text): Report description (e.g., "d8 yw doy j> Jlin")

(text): Latitude coordinate (e.g., "20.589")

(text): Longitude coordinate (e.g., "20.589")

(text): Address or location description (e.g., "16 juwsdl dll pa) j=adl ")
(report_type_id) (text): ID of the report type (e.g., "1")

(file): Optional file attachment (image, document, etc.)

(text): Report number (e.g., "REP-202569")

Get User Reports

Endpoint: (GET /user/reports)

Description: Retrieves all reports submitted by the authenticated citizen.



Authentication: Required (Citizen)

Response: List of reports created by the current user.

Error Handling

The API returns appropriate HTTP status codes:

e (200 OKJ: Successful request
e (201 Created): Resource created successfully

(400 Bad Request): Invalid request parameters

(401 Unauthorized): Authentication required or invalid token

(403 Forbidden}: Insufficient permissions

(404 Not Found}: Resource not found

[500 Internal Server Er‘r‘or‘]: Server error

Rate Limiting

Please implement appropriate rate limiting on the client side to avoid overwhelming the server.

Support

For API support and questions, please contact the development team.
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